NHPOPMALMNOHHASA HAMATKA JJIA OBYYAIOIINXCA A
PASMEIIEHUA HA OPUIIUAJIBHBIX HHTEPHET-PECYPCAX

C KaXIAbIM T'OA0OM MOJIOACKHN B HHTCPHETC CTAHOBUTBLCA 6OJ'II)HIG, a IIIKOJIbHUKHN OJHH M3
CaMbIX AaKTHUBHBIX I10Jb30BaTElICH PYHeTa. MG}KI[y TCM, IIOMHUMO OI'POMHOIO KOJHYCCTBA
BOBMO)KHOCTCI\/'I, HHTCPHCT HCCCT U HpO6JI€MI)I. OTa nmaMsaTKa JOJDKHA IIOMOYb TeOe Oe301macHo
HaXOAUTHCA B CCTH.

KoMnbloTepHbIe BUPVCHI

KomnpioTepHblii BUPYC - 3TO pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOrpaMM, OTIMYUTEIBHOU
OCOOEHHOCTBIO KOTOPOM SIBJISIETCS CIIOCOOHOCTh K pa3MHOXKEHHIO. B JononHeHne kK atomy,
BUPYChl MOTYT TOBPEAUTh WM T[OJHOCTBIO YHHUUYTOXKUTh BC€ (Qailibl U JaHHbIE,
IOJKOHTPOJIbHBIE II0JB30BATENI0, OT HMMEHHM KOTOpPOro Oblla 3allylleHa 3apakKeHHas
Iporpamma, a TakyKe MOBPEIUTh WIH JaX€ YHUUTOXKUThH ONEPALMOHHYIO0 CHCTEMY CO BCEMH
¢aiinamu B 1enoM. B OOJIBIIMHCTBE CIIydaeB pacHpOCTPAHAIOTCS BUPYChI YEpE3 UHTEPHET.
MeTobl 3aIUThl OT BPEAOHOCHBIX TPOrPAMM:

1. Ucnonw3yil COBpeMEHHbBIE OMEpPAIMOHHBIE CHCTEMbI, UMEIOIINE CEPhE3HbI YpPOBEHb
3aIIHUTHI OT BPEJOHOCHBIX MPOTPAMM;

2. IlocTrossHHO ycTaHaBnuBai mnatud (UUQPPOBBIE 3aIUIATKH, KOTOPHIE AaBTOMATHYECKH
YCTaHABJIMBAIOTCS C IIEJIbI0 JOPAOOTKU MPOrpamMMbl) W Jpyrue OOHOBIIEHUS CBOEH
orepanroHHoOM cuctembl. CkaunBaii KX TOIBKO ¢ 0duIlMaIbHOTO caita pazpaborunka OC.
Ecnu cyiecTByeT pexkxuM aBTOMATHYECKOI0 OOHOBJICHUS, BKIIFOUH €T0;

3. Pabotaii Ha cBOeM KOMITBIOTEPE IO/ TIPaBaMH T0JIb30BaTEIIs, a HE aAMUHUCTpaTOpa. ITO
HE MO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOTrpaMM HWHCTAJUIMPOBAThCA Ha TBOEM
MEPCOHATBLHOM KOMITBIOTEPE;

4. Vcnionp3yid aHTUBHUPYCHBIE MPOTPAMMHBIE MPOAYKTHI W3BECTHBIX IPOU3BOJUTENEH, C
aBTOMaTHYeCKUM OOHOBJICHUEM 0a3;

5. Orpannub GU3NYECKUIN TOCTYI K KOMIBIOTEPY JIJIs1 TOCTOPOHHUX JIHII,

Hcrnonb3yil BHEIIHUE HOCUTENM WHGOpMAIINK, TakKhue Kak Quielika, JUCK Wik (aiin u3

WHTEPHETA, TOJIbKO M3 NPOBEPEHHBIX NCTOYHUKOB,;

7. He oTkpbiBaii KOMIbIOTEpHBIEC (halIIbl, MOTYyUYEHHBIE U3 HEHAJAEKHBIX UCTOYHUKOB. [laxe
Te (ailyibl, KOTOPHIE MPUCTAT TBOM 3HAKOMBIN. Jlydille yTouHM y HETO, OTHPABIISII JIU OH
tebe ux. Cetu WI-FI Wi-Fi - 5T0 He Buj nepegaun 1aHHBIX, HE TEXHOJIOTHS, & BCETO JIUIIb
openn, mapka. Eme B 1991 romy Humepianjickas KOMIaHUS 3aperucTpupoBasia OpeH.
"WECA", uto o603Hauaio cioBocoderanue "Wireless Fidelity koTopblii mepeBoguTcs Kak
"OecnpoBoHas TOUHOCTH'. J[0 Hamlero BpeMeHu Jolia apyras ab0peBuarypa, KoTopas
SBJISIETCS TaKOM ke TexHojoruen. Ito adOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO
JTAHO C HAMEKOM Ha CTaHJapT Bbiciiel 3BykoBoi Texuuku Hi-Fi, 4To B mepeBoje o3HayaeT
"BbICOKasi TOUHOCTH". Jla, OecriaTHRIM MHTEPHET-AOCTYI B Kade, OTesIX U a’poropTax
SBJISIETCS OTJIMYHOM BO3MOYKHOCTBIO BBIX0/1a B MUHTEpHET. HO MHOTHE 3KCIIEpTHI CUUTAIOT,
yT0 obmeaoctynubie Wi-Fi ceTu He sBisitoTcst 0€30macHbIMU.

o

CoBeTsl M0 0E€30IMTACHOCTH PA0OTHI B O0LIENOCTYHHBIX ceTsix Wi-fi:

1. He nepenaaii cBoro nuuHyro uH(popmanuio uvepe3 odmenoctynueie Wi-Fi ceru.
PaGoras B HUX, JKeIaTeTbHO HE BBOJIUTH MAPOJIU IOCTYIIA, TOTUHBI M KaKHue-TO HOMEPA;

2. Ucnonw3yit 1 OOHOBIISIE aHTUBUPYCHBIE MPOTPpaMMbl U OpaHaMayep. TeM cambIM Thl
oOe3onacuilb ceds OT 3aKayKy BUpYCa Ha TBOE yCTPOWCTBO;



3. llpn wucnonwzoBanuun Wi-Fi oTtkmroun ¢yskmuio "OOmuit goctyn k dainam u
npunTepam". JlanHas QyHKIUA 3aKphliTa O YMOJTYAHHWIO, OJHAKO HEKOTOPHIE
MOJIb30BATEIHN AKTUBUPYIOT €€ sl yA0O0CTBa HCIOIb30BaHMs B paboTe Win yueoe;

4. He ucnonb3yii myonuunsii WI-FI nns mepenaun MUYHBIX JaHHBIX, HApUMEp IS
BBIX0/Ia B COLIMAIbHBIE CETU WM B AJIIEKTPOHHYIO MOYTY;

5. Ucnonw3y#t Tonpko 3ammuiieHHoe coenuHeHnue yepes HTTPS, a e HTTP, T.e. mipu
Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B MmoOunbHOM Tenedone otkintoun pyHkuuio "llonkmouenne k Wi-Fi aBromatruecku'.
He nomyckaii aBToMaTHuecKoro MoKIIOYeHUs yeTpoicTBa K cetsm Wi-Fi 6e3 TBoero
corjacusi.

ConmnajbHbIE CeTH

ConyanabHbIC CETH aKTHBHO BXOJST B HAIly JKM3Hb, MHOTHE JIFOJH Pa0OTAIOT U KUBYT TaM
IIOCTOSIHHO, a B Facebook yike 3aperucTpupoBaH MHJLTHAPA YEJIOBEK, UTO SIBISCTCS OHOM
CeIbMOM BCEX KUTEeJeH IIaHeThl. MHOTHE MOJIb30BaTe I HE TIOHUMAIOT, YTO MHGOpMaIIus,
pa3MeIeHHass UMH B COITMATIBHBIX CETSIX, MOKET ObITh HallICHA U UCITOJIb30BaHA KEM yTrOIHO,
B TOM YHCJIE€ HE 00s513aTeNIbHO ¢ 0JaruMu HaMepeHusiMU. OCHOBHBIE COBETHI O 0€301MacHOCTH
B COLIMAJILHBIX CETSIX:

1. Orpanuub cIMCOK Japy3eil. Y TeOs B IPY3bsiX HE IOJDKHO OBITH CTyYalHbBIX M HE3HAKOMBIX
JIIOJIEH;

2. 3amuinaii cBOIO 4acTHYIO *U3Hb. He yka3piBait maposu, TenedoHsl, agpeca, 1aTy TBOETO
POXJIEHUS U JIPYTYIO JIMYHYIO0 UHGOpMAIHIO. 37I0YMBIIIEHHUKH MOTYT HCHOJIb30BaTh
nake MHPOPMAIIUIO O TOM, KaK Thl M1 TBOU POJIUTEIHU TUIAHUPYETE MPOBECTU KAHUKYJIbI;

3. 3amminaii CBOO pEnmyTalMIo - JEPKU €€ B YUCTOTE U 3ajjaBaii cede BOMpOC: XOTeN ObI ThI,
yTOOBI JPYTUe MOJIB30BATENN BUJICTH, YTO ThI 3arpyxaenib? [logymait, mpexe uem uto-
TO OIMyOJIMKOBATh, HAIIUCATh U 3arPY3UTh;

4. Eciu Tbl TOBOPHUIILIb C JTIOJIbBMH, KOTOPBIX HE 3HACIIIb, HE UCTIONB3YH CBOE peallbHOE UMSI U
IPYTYIO TUYHYIO0 HHPOPMAIUU: UM, MECTO KUTEILCTBA, MECTO YUEOBI U MPOYEE;

5. WM36erait pazmemenus pororpaduii B IHTEepHETE, 1€ Thl H300pakeH Ha MECTHOCTH, MO
KOTOPOU MOKHO OMpPEACIUTh TBOE€ MECTOIOJIOKECHUE;

6. Ilpu perucrparuu B COLMAIBLHON CETH HEOOXOIUMO HCIOIB30BATh CIOKHBIE MapOJIH,
cocrosime u3 OykB U U(p U C KOJIMIECTBOM 3HAKOB HE MEHeEe §;

7. Jlns colMalibHOM CETH, MOYTHl U JIPYTUX CAWTOB HEOOXOJAMMO MCIOJIH30BATh pPa3HbIC
naponu. Torga ecnu Te0s B3IOMAIOT, TO 3J0YMBIIIIECHHUKH TOTy4aT TOCTYI TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3zy.

DJIEKTPOHHBIE JIEHbI'H - 3TO OY€Hb YAOOHBI CHOCOO TMIaTexei, OAHAKO CYIIECTBYIOT
MOIIEHHUKHU, KOTOPBIE XOTST MOJIYYUTh 3TH JE€HbI'H. DJIEKTPOHHBIE IEHbI'M MOSBUIIUCH COBCEM
HEJIaBHO U MMEHHO M3-3a 3TOT0 BO MHOTMX F'OCYAapCTBaXx 10 CUX MOP HE MPOIUCAHO MPO HUX
B 3aKkoHax. B Poccuu ke oHM QYHKIMOHUPYIOT U O HUX YX€ MPOINHUCAHO B 3aKOHE, INle UX
pa3lensoT Ha HECKOJbKO BHUJOB - AHOHMMHBIE U HE AHOHHMMHBIE. Pa3HHMIIA B TOM, 4YTO
aHOHHMMHBIE - 3TO T€, B KOTOPHIX pa3peliaeTcs MpOBOJIUTH OMepanuu 0e3 UASHTH(PUKAUU
MOJIb30BATENs], @ B HEAHOHUMHBIX MJIECHTHU(UKALNS MOJIb30BATENS SBISETCS 00s3aTENbHOI.
Taxxe criemyer pasnuyaTh JJIEKTPOHHBbIE (HUATHBIE JEHBIU (PaBHBI TOCYIAapPCTBEHHBIM
BaJIIOTaM) U JJIEKTPOHHbIE HE(HUATHBIE NEHBI'M (HE pPaBHBI T'OCYJAapCTBEHHBIM BATIOTaM).
OCHOBHBIE COBETHI 10 0€30MacHON pabOTe C AAECKTPOHHBIMU JIEHbIAMU:




1. IlpuBsku K cyeTy MOOMIBbHBIA TenedoH. DTO caMblil yAOOHBIA M OBICTPBIA CHOCOO
BOCCTAaHOBUTH JIOCTYyN K cuety. [IpuBsizannblii Tenedon momoxker, eciu 3a0yaeinib CBOU
IJIATEKHBIN MTApOJIb WM 3aUJICIIb HA CAUT C HE3HAKOMOTO YCTPOWCTBA,;

2. Ucnonw3yit ogHOpa3oBbie mapoau. [lociie mepexona Ha YCUIICHHYIO aBTOPHU3AIUI0 TeOe
yKe He OyZIeT yrpokaTh OMACHOCTh KPaXku WIIM MepexBaTa MIaTeXHOTO mapoJis;

3. BriOepu cnoxubiii napoiib. [IpectynHukam OyJeT He MPOCTO yrajaaTh CIOKHBINA MapoJib.
HanexxHble mapoau - 3TO Mapoiu, KOTOPbIE COAEPKAT HE MEHEE § 3HAKOB U BKJIFOYAIOT B
ce0si CTPOYHBIE M MPOIMUCHBIE OYKBbI, U(MPHI U HECKOJIBKO CHUMBOJIOB, TAKHE KaK 3HAK
noJutapa, pyHTa, BOCKIUIIATENBHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOAM CBOU JTUYHBIE JAHHBIE HA CaliTaXx, KOTOPHIM HE TOBEPSIEILIb.

DJICKTPOHHAS MOUYTA

DJEeKTpOHHAs MOoYTa - 3TO TEXHOJOTHS M MPEJOCTaBIsIEMBbIE €0 YCIYTU IO MEPEChUIKE U
HOJIyYEHUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACIPENEISAIOTCS B KOMIBIOTEPHON CETH.
OOBIYHO  DJIGKTPOHHBI  MOYTOBBIM  SIIMK  BBINJISIAUT — CIEAYIOIIUM  00pa3oMm:
UMs_T0JIb30BaTesI(@uMs_1oMeHa. Takyke KpoMme Nepenayd MpPOCTOro TEKCTa, HMEETCs
BO3MOKHOCTb TlepeiaBaTh (ailibl.

OCHOBHBIE COBETHI IO 0€30MMACHON padOTE C IEKTPOHHOU MOYTOM:

1. Hango BbIOpaTh MpaBUIIBHBIM MOYTOBBIM cepBHC. B MHTEpHETE €CTh OTPOMHBIA BBHIOOP
OecIJIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JYy4YIllEe TOBEPSATh TE€M, KOIO 3Haellb U KTO
IIEPBBIN B PEUTHHIE;

2. He ykas3piBaii B JU4yHOW mouTe JUYHYIO wHPOpManmio. Hampumep, mydiie BbIOpaTh
"My3bIKaJIbHBIN _(paHaT@" wnn "pok2013" BmecTo "temal3";

3. Hcnonb3yit AByXATAMHYIO aBTOPHU3AIMIO. ITO KOT/Ia TOMHMO MapoJIs Hy>KHO BBOAUTH KO/,
IpUChUIAEMBIN 0 SMSS;

4. BpiOepu CcIOXHBIA Tapoib. [ Kaxaoro mouTOBOTO SIIMKA JIOJDKEH ObITh CBOM
HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Eciim ecThb BO3MOKXHOCTh HAIMCcaTh CaMOMY CBOW JIMYHBIM BOIPOC, HMCIOJB3YH 3Ty
BO3MOKHOCTB;

6. Ucmonp3yit HECKONBKO TOYTOBBIX SIIMKOB. I[lepBBIid JuIsi 4YacTHOM TMEpPEnucKu ¢
ajpecataMy, KOTOPBIM Thl JOBEpSCIIb. JTO 3JEKTPOHHBIA aJpec HE HaJ0 UCIOJIb30BaTh
MIPU pEerucTpalvu Ha popymax u canTax;

7. He otkpbiBaii aitsibl U Ipyrue BIOKEHUS B MUChbMaX, 1a)Ke €CIIU OHU MPHIILTH OT TBOUX
npy3ei. Jlydiie yTouHH y HUX, OTHPABJISUIIN JIM OHU TeOe 3TU (pailiibl;

8. Ilocne okoHyanust pabOTHI HA TOYTOBOM CEpPBHCE MEPe 3aKPHITHEM BKIIAJIKU C CAUTOM HE
3a0yb HAKaTh HA "BeIATH

KuoepOyJJJIMHT WM BUPTYAJHLHOE H31€BATEJILCTBO

KubepOymnuHr - mpeciieoBaHuE COOOUICHUSIMHU, COJIEpPKAIUMH OCKOPOJIEHHSI, arpeccHIo,
3allyTUBaHWE, XYJUTAHCTBO; COIMAIbHOEC OOWKOTUPOBAHWE C TOMOIIBIO Pa3TUYHBIX
WHTEpHET-cepBUCOB. OCHOBHBIE COBETHI IO OOPHOE ¢ KHOESPOYIITHHTOM:

1. He Gpocaiics B 60#. JIyumuii cioco0: mOCOBETOBATHCS KaK ceOsl BECTH U, €CJIH HET TOTO,
K KOMY MOXHO OOpaTUThCsS, TO BHAYajieé YCIOKOWUThbCA. Ecim Th HayHen» OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHHS, TO TOJBKO €Ile O0JIBIIE Pa30XkKEITh KOH(IIHUKT;

2. YmpaBnsi cBoel kuOeppermmyTaiuen;



3. AHOHMMHOCT, B ceTh MHHUMas. CylIecTBYIOT CMOCOOBI BBISICHUTb, KTO CTOUT 3a
AHOHUMHBIM AKKAYHTOM;

4. He crouT BecTH XyIUraHcKui o0pa3 BUpTyalbHOM ku3HH. IHTepHEeT pukcupyer Bce TBOU
JEUCTBUS U COXPAHACT UX. Y TaTuTh UX OyIeT KpailHe 3aTpyAHUTEIIBHO;

5. Cobumonaii CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

WUrnopupyil enuHuuHbI HeratuB. OQHOpa30Bble OCKOPOUTENBHBIE COOOIIEHUS JTydlle

UrHopupoBaTb. OOBIYHO arpeccus IpeKpalaeTcs Ha HAYaJlbHOM CTauu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMHM COOOIICHHMSIMH, B COLIMAIBHBIX
CETSIX €CTh BO3MOYKHOCTb OJIOKHUPOBKH OTIPABKU COOOILIEHUH C OMPEEIIEHHBIX a/IpECOB;

8. Eciim  Tel cBugerens kubepOymimHra. TBoum  AeWcTBHA:  BBICTYNIUTh  IPOTHUB
IIpecaen0BaTeNs, I0Ka3aTh EMY, YTO €r0 JIEHCTBUS OLICHUBAIOTCSA HETATUBHO, ITOAJEPKATh
KEPTBY, KOTOPOH HY>KHA TICHUXOJOTMYECKas IMOMOIb, COOOUIUTH B3pPOCIBIM O (aKTe
arpecCUBHOIO MTOBEJICHNUS B CETH.

o

MoouabLHBIN TeJaehoH

CoBpemeHnHbIe cMapTHOHBI U MJIAHIIETHI COJIEPkKAT B ceOe BIOJIHE B3POCIbIA (PYHKIIMOHAI, U

TENepb OHU MOTYT KOHKYPHUPOBATh CO CTAI[MOHAPHBIMU KOMIIbIOTepaMu. OJHAKO, CPEACTB
3aIIUTHI JJIs1 TOJOOHBIX YCTPOMCTB MOKa 04eHb MaJio. TecTupoBaHuE U TTOUCK YSA3BUMOCTEH B
HUX TPOUCXOIUT HE TaK MHTEHCHUBHO, Kak s IIK, To ke camoe kacaeTcsi 1 MOOUIIbHBIX
npuioxxkeHui. CoBpeMeHHbIe MOOUIIBHBIE Opay3ephl yKe MPAKTUYECKH JTOTHATU HACTOJIbHbIE
aHaJIOTH, OJIHAKO paclIMpeHue (YHKIMOHATIA BJIEYET 3a COOOM OOJBIIYIO CIOXKHOCTh U
MEHBIIIYIO 3allMIIeHHOCTh. Jlameko He Bce MPOU3ZBOIAUTEIN BBIMYCKAIOT OOHOBIICHHS,
3aKpBIBAIOIINE KPUTUUYECKUE YSI3BUMOCTH JJISI CBOMX YCTpPOMCTB. OCHOBHBIE COBETHI ISt
6e3onacHocTH MOOUIBHOTO TenedoHa: Huuero He sBIseTCS MO-HACTOAIIEMY OCCIUTATHBIM.
Bbynbs ocTopoxkeH, Beap korja Tede mpeayiaraioT OecIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh
CKPBITHI KaKUe-TO TUTaTHBIE yeiryTH; [lymail, mpexae yem oTnpaButh SMS, dhoTo mim BUaEO.
Tel TOYHO 3Haemb, Tae OHU OyAyT B KoHeuHOM wurtore? HeoO0Xoaumo OOHOBISATH
OTEPAllMOHHYI0 CHUCTEMY TBOETO cMmapTdona; Mcrnonb3ylh aHTUBHUPYCHBIE MPOTPAMMBI IS
MOOUIBHBIX TenedoHoB; He 3arpykail npuiioxkeHuss OT HEM3BECTHOTO UCTOUYHHKA, BEJlb OHU
MOTYT COJIepkaTh BPEIOHOCHOE ITporpaMMHoe obecreuenue; [1ocie Toro kak Tl BeIMACIIHL C
caiiTa, rJie BBOJWJI JIMYHYIO MH(OpMALMIO, 3aiiin B HACTPOMKHU Opay3epa U ynanu cookies;
Ilepnonuuecku npoBepsiid, KaKnue NJIaTHbIE YCIYyTM aKTUBUPOBAHBI HA TBOEM HOMepe; [laBait
CBOM HOMEP MOOMJIBHOTO Tejie(hOHA TOJIBKO JIFO/ISIM, KOTOPBIX Thl 3HACIIL U KOMY JIOBEPSCIIIb;
Bluetooth nomken ObITH BBIKIIOUEH, KOTJa Thl UM HE ToJib3yelibcsi. He 3a0biBail MHOTAA
MIPOBEPSATH 3TO.

Online urpni

CoBpeMEHHBIE  OHJIAMH-UTPBI - 3TO KPacOYHbIC, 3aXBaThIBAIOLIME Pa3BIICUCHMUS,
0OBEUHSIONINE COTHH THICSY YEJIOBEK IO BceMy MUpy. Urpoku nccneayroT JaHHbI UM MHUP,
oOIIA0TCs APYT C APYTOM, BBITTOJHSIOT 331aHMS], CPAKAIOTCS C MOHCTPAMHU U MOIYYaloT OIBIT.
3a yI0OBOJIbCTBUE OHU IUIATAT: MOKYMAOT JUCK, OMJIAYMBalOT aDOHEMEHT WJIM MPUOOpETaIoT
KakHe-TO onuuu. Bee ot cpeacTsa uayT Ha MOAAEpKAHNE U PA3BUTHE UIPHI, a TAK)KE HA caMy
0€30MacHOCTh: COBEPLICHCTBYIOTCS CHUCTEMbl AaBTOPH3AI[MH, BBIMTYCKAIOTCSI HOBBIC MAaTYU
(undpoBbie 3amIaTKy A IPOrpaMM), 3aKphIBAIOTCS YSI3BUMOCTH cepBepoB. B mogoOHBIX
Urpax CTOMT OIAcCaTbCs HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KPaKM TBOETO MapoJs, Ha
KOTOPOM OCHOBAaHa CHCTEMa aBTOpH3alUM OoJIbIIMHCTBA WUrp. OCHOBHBIE COBETHI IO
0€30MacCHOCTH TBOETO UTPOBOI0 aKKAyHTa!



1. Ecnu apyroii urpok BeAeT cedsl MI0X0 WU CO3/1aeT Te0e HEMPUATHOCTH, 3a0JIOKUPYH ero
B CIIMCKE UTPOKOB;

2. Tloxkamylics aAMHUHHCTpPATOpPaM UIPbI HA TUIOXOE MOBEAECHUE 3TOTO UTPOKa, JKETATEebHO

IIPUJIOKHUTH KaKUE-TO T0KA3aTeNIbCTBA B BUAEC CKPUHOB;

He yka3biBaii muunyro uadopmaliyo B podaiiie urpsl;

VYBaxall Apyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeopuIiManbHble MATYU U MO/IBI;

Hcnonb3yii CII0KHBIE U pa3HbIE TAPOJIH;

Jaxxe BO BpeMs WUIphl HE CTOUT OTKJIIOYaTh aHTUBUpYC. [loka Thl Wrpaeuib, TBOH

KOMIIBIOTEP MOTYT 3apPa3HTh.

No Ok ow

OUINHHI WK KPaKa JUYHbIX JJAHHBIX

OObIYHOM KpaXkell JeHET U TOKYMEHTOB CETO/IHA Y€ HUKOIO HE YIAUBUIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJOTUN 3JIOYMBIIIJICHHUKN MEPEMECTUINCh B HMHTEPHET, U MPOJOJIKAIOT
3aHuMathbes "moOuMbIM" fenom. Tak mosiBUIach HOBAsl yrpo3a: MHTEPHET-MOILIEHHUYECTBA
WM (PUIIMHT, TJIaBHAS 1€ KOTOPOTO COCTOUT B MOJYyYEHUH KOH(PHUIACHIUATHHBIX JTaHHBIX
MOJIb30BaTENEH - JIOrMHOB U naposeil. Ha anrnuiickom si3pike phishing yntaercs kak GuimmHr
(ot fishing - ppiOHas 0B, password - mapoJib).

(OCHOBHBIE COBETHI 10 0OPKLOE C DUIITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecnu Thl 0J103peBacliib, YTO TBOSI aHKETa OblLIa B3JI0OMaHa,
TO HEOOXO0IUMO 3a0JIOKMPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca 00 ITOM Kak
MO>KHO CKOpEE;

2. Wcnonp3yit Oe3omacHbie BEO-CalThl, B TOM YHCJIE, HHTEPHET-Mara3uHoOB M MOUCKOBBIX
CUCTEM;

3. Hcnone3yit crnokHble W pa3Hble Mapoid. Takum oOpa3om, eciu TeOs B3JIOMAIOT, TO

3JI0YMBIIUIEHHUKH MOTYy4YaT JOCTYI TOJBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO

BceM; 4. Ecnu T1e0s B310Manu, TO HEOOXOAUMO MPERyNpPEeaUTh BCEX CBOMX 3HAKOMBIX,

KOTOpbIE T00aBIICHBI y TEOSI B IPY3bSIX, O TOM, UTO TE€0S B3JIOMAJIA U, BO3MOKHO, OT TBOETO

UMeHH OyJIeT pacchUIaThCs CIIaM U CChUIKM Ha (PUITMHTOBBIE CANTHI.

VYcranosu HagexHbIN apoiib (PIN) Ha MOOMIBHBIN TenedoH;

OTxiIr0ouM coxXpaHeHue naposis B Opaysepe;

He otkpsbiBail (haiiabl U Apyrue BIOKEHHs B TUChMaX, JaXKe €CJIM OHU MPUIINA OT TBOUX

npy3ei. Jlydie yTouHH y HUX, OTIPABJISIIN JIM OHU TeOe 3TU (pailibl.

o o bh

Hudposag penyranusa

[Mudposas penyramusi - 3TO HETaTUBHAs WM TO3WTHUBHAs MHQpOpManus B ceTu O Tede.
Komnpomerupytorias unpopmarivsi, pa3MelieHHas B MHTEPHETE, MOKET CEPbE3HBIM 00pa3oM
OTPa3HUThCS Ha TBOEH peasibHOM ku3HU. "[{udpoas penyramnus" - 3T0 TBOK UMUK, KOTOPBII
dbopmupyetcst u3 unpopmanuu o Tede B UHTepHETE. TBOE MECTO KUTEIbCTBA, YUeObl, TBOE
(hUHAHCOBOE TMOJIOKEHUE, OCOOCHHOCTH XapakKTepa W paccka3bl O OJM3KUX - BCE 3TO
HaKaruiuBaeTcsi B CeTH. MHOrue MOAPOCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOJUKaluu
nuyHoU mHpopmanuu B MHTepHeTe, He MOHUMAash BO3MOXKHBIX HocieAcTBUU. Thl paxke He
CMOXKEIlIb JI0raiaTbCsi O TOM, 4TO (pororpadusi, paMenieHHas S5 JeT Ha3aj, cTajia MPUIUHOU
OTKa3a NpUHATH TeOs Ha padoTy. KommenTapuu, pazmenienue tTeoux (ororpaduid u apyrue
JNEUCTBUSA MOTYT HE MCYE3HYTh JIa)K€ MOCIIE TOT0, KaK Thl UX yAAJIHIIb. Thl HE 3HACLIb, KTO
COXPaHWJ 3Ty HH(OPMaILMIO, TIoTaja JU OHa B TOMCKOBBIE CUCTEMBI U COXPaHUJIAch JIU OHA, a



IJIABHOE: YTO MOJYMAIOT O Te0e OKpY:KaroIIKe JIOI1, KOTOpble HAllAyT U YBUIAT 3T0. Halitu
MH(GOPMALIMI0O MHOTO JIET CIIYCTS CMOXET JI00O0W - Kak M3 J0OpBIX MOOYXKIECHUHN, TaK U C
HaMEpPEHUEM IPUYMHUTD Bpe. DTO MOXKET ObITh KTO YIOJIHO.

OCHOBHBIC COBETHI 110 3aIIuTe HHd)DOBOﬁ peIIyTanuu.

1. Tlomymaii, mpexae 4eM uTo-TO MyOJMKOBAaTh WU IepenaBaTth y ceOs B Oiore win B
COIIMAJIbHOM CETH;

2. B mactpoiikax mpouis yCTaHOBH OTPaHUYEHHS] HAa MPOCMOTP TBOETO MPO(HIIL U €ro
COJIEP>)KUMOT0, ClIeail ero TOJAbKO "1ist Apy3en';

3. He pa3memaii u He yka3biBail ”HPOPMALUIO, KOTOPAst MOXKET KOro-IM00 OCKOPOJIATh UK
OOMXKaTh.

ABTOPCKOE MPABO

CoBpeMeHHbIE IIKOJIBHUKHU - aKTUBHBIE IMOJIb30BAaTeNu LU(poBoro mpocrpancrsa. OmHako
JaJIEKO HE BCE 3HAIOT, YTO MOJIB30BaHUE MHOTUMHU BO3MOXKHOCTAMHU LIUPPOBOTo MUpa TpedyeT
cOOMIOICHNUS TPAaB HA HMHTEJUIEKTYalbHYIO COOCTBEHHOCTb. Te€pMUH "MHTEIIEKTyaJbHas
COOCTBEHHOCTB'" OTHOCHUTCS K Pa3IMUHbIM TBOPEHUSM YEJIOBEYECKOTO yMa, HAUMHAs C HOBBIX
n300peTeHNil M 3HAKOB, 0003HAYalOMIUX COOCTBEHHOCTh HA IMPOAYKTHl U YCIyTd, U
3aKaH4MBas KHUTaMu, poTorpadusMu, KUHO(UIbMaMHU U MY3bIKaJIbHBIMU ITPOU3BEACHUAMH.
ABTOpCKHE TpaBa - 3TO MpaBa Ha UHTEIUIEKTYaJbHYI0 COOCTBEHHOCTb Ha IMPOU3BEACHUS
HAyKH, JIUTEPaTyphl U UCKycCTBa. ABTOPCKUE MpaBa BBICTYNAKOT B KAYE€CTBE TAPAHTUHU TOTO,
YTO HWHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJIeT HalpacHbIM, JacT €My
CIpaBEUIMBBIE BO3MOXHOCTH 3apa0oTaTh Ha pe3yjabTaTaX CBOEro TpyHa, IOJYy4UTh
M3BECTHOCTh M Mpu3HaHue. HUKTO 0e3 pa3perieHus: aBTopa HE MOKET BOCIIPOU3BOJIUTH €0
MIPOU3BEJICHUE, PACTIPOCTPAHATh, TyOJIUYHO IE€MOHCTPUPOBATH, IPOAABATH, UMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJUYHO UCIIONHSTH, IOKa3bIBATh/UCTIONHATE B 3()Upe WK pa3MellaTh B
WNurepnete. Mcnonb3oBanue "muparckoro” mNporpaMMHOr0 00eCreyeHUs MOKET MPUBECTH K
MHOTHM PUCKaM: OT OTE€PH JAaHHBIX K TBOMM aKKayHTaM /10 OJJIOKMPOBKU TBOETO YCTPOUCTBA,
r7le yCTaHOBJICHAa HeJerajgbHas mporpamma. He crouT taxke 3a0bIBaTh, UTO CYIIECTBYIOT
JerajbHble M O€CIUIaTHbIE MpPOrpaMMbl, KOTOpbIE MOKHO HaiWTtu B cetu. O moprane
CereBrU4OK.p( - TBOI IJIaBHBIM COBETYHK B CETHU. 3J1€Ch Thl MOXKEIIb y3HATh O 0€30MaCHOCTH
B CETU INOHATHBIM U JOCTYIIHBIM SI3BIKOM, @ IPU BO3HUKHOBEHMM KPUTUYECKOW CHUTYyaLUH
0o0paTUThCA 3a COBETOM. A TaK)Ke€ MPUHSTH y4acTHE B KOHKYPCaxX U CTaTh CaMbIM IIU(PPOBBIM
rpaXIaHUHOM !



